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Abstract. The satisfaction of critical design specifications of embedded sys-
tems which consist of continuous time and discrete time components must be
verified before their expensive construction and operation is undertaken, for
safety and economical reasons. This verification can be done by modelling the
system and checking whether the system being in a certain initial state can or
cannot reach another state that is considered to be safe or unsafe. Hybrid auto-
mata have been used in many cases as one of the possible formalisms for mod-
eling hybrid systems. Its use, however, in modeling large systems is hindered
by the fact that the several model-checking algorithms that have been devel-
oped for searching the state space of the model are computationally intractable
and solve models of certain classes of hybrid automata. These algorithms search
for the existence of states in the model which can be associated with the safety
specifications. In this work a new algorithm is presented for the verification of
hybrid systems, which tries to extend its applicability to a wider number of hy-
brid automata classes and be computationally more efficient than the model
checking algorithms. According to this new algorithm, line geometry is used to
compute the distance of a state from another. Each state is modeled as a surface
and the verification problem is formulated to the problem of finding the dis-
tance between two familiar surfaces. The new algorithm can be applied to more
general classes of hybrid systems and verify the safety properties with less
computation in polynomial time. Through a case study the applicability of the
algorithm is demonstrated. The case study concerns the verification of the
safety specifications of a railroad crossing. The system is also modeled and
verified using the model checking tool PHAVer. A comparison between the two
verification techniques is presented.
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1 Introduction

1.1 Formalism of Hybrid Automata

Embedded systems comprise one of the most important applications of computer sys-
tems and components [1]. These systems are used in automotive and aircraft control-
lers, cellular phones, network switches, household appliances, medical equipment,



plant control and consumer electronics. The term embedded system is used to denote
systems that are designed to interact with a physical environment in real time, through
sensors and actuators, in order to fulfill control objectives and design specifications.
They are composed of hardware and software components, and involve computations
that are subject to physical constraints. These systems are designed to do some spe-
cific task rather than be a general computer for multiple tasks. Usually, they are part
of a bigger system. Designing systems with such characteristics is a difficult task and
involves the realization of the control functions and the communication of the embed-
ded computer with other machines and humans. As these systems consist of continu-
ous time and discrete time components hybrid automata seems to be an appropriate
formalism for modeling the dynamic behavior of such systems.

The continuous components are modelled by differential equations and the discrete
events are modelled by finite state machines. These models are built by considering
that a hybrid automaton evolves over the time as a sequence of steps following a set
of abstractions which can be mathematically related between each other. These ab-
stractions are the continuous states and discrete locations of the hybrid automaton and
the conditions under which the system either moves from a location to another or
stays in a location. In a location the system evolves continuously by changing the val-
ues of the continuous time variables according to dynamical laws defined by the dif-
ferential equations of the continuous components. The set of values that these vari-
ables have at certain timing instant constitute the state of the system. These values
however may present discontinuities whereas the description of the system dynamical
behavior after the discontinuity is described by a different set of differential equa-
tions. The discontinuity conditions under which the values are changed abruptly are of
two types. Those that are originated by the resets and the jumps of the embedded sys-
tems and those that allow the system to be described by the set of equations of another
location. The last conditions are expressed in the form of ranges of variable values or
relationships of the continuous time variables. When they become true they allow the
transition of the system from a state of one location to the state of another location.
The first type of conditions is called invariants and the second type guards. This mod-
eling technique comprises the hybrid automaton [2] formalism. Formal methods have
a special place in computer — based systems development when correct functioning is
critical, as for safety or for security reasons. Over the last ten years the hybrid
automaton formalism has been used as a modeling technique of a large number of real
time embedded applications for verifying the compliance of the design of the control
functions of applications to desired specifications or safety properties before proceed-
ing to the development and the engineering of these systems.

1.2 Verification problem

The problem that has received much recent research attention has been the verifica-
tion of the safety properties of embedded systems. Verification of safety properties of
such systems is a critical problem because of the interaction between the discrete and
continuous dynamics. Safety is expressed as the property that a system has of not en-
tering in an unsafe state and in the specifications is usually expressed as a formula in
appropriate logics. Given a specification formula encoding of a safety property, the



task is to determine whether a desired or undesired state of a system model, related
with this safety requirement, can be reached from an initial state. In other words,
given a set of possible initial conditions and inputs and a finite time horizon, one
wishes to identify those initial conditions and inputs that can guarantee safe behaviour
at any time. While the correct and safe operation is critical in several ways, complex-
ity grows enormously. For these reasons determining whether a system satisfies a
given property of interest, becomes an absolute necessity. In a formal way, the prob-
lem of verifying the satisfaction of security and safety specifications of a hybrid sys-
tem can be expressed by a symbolic model checking approach as follows. Given a
class of hybrid system automata models H and a class of specification properties P,
the aim is to find a computational procedure that can decide if there is a state in the
state space of the model that satisfies the specification and whether this state can be
reached from an initial state in a finite number of computational steps. If this proce-
dure expressed in the form of an algorithm exists then the verification problem is
called decidable. In the last years, a variety of verification techniques have been de-
veloped [3]. The difficulties that are presented in the verification of embedded sys-
tems are due to the uncountable number of distinct states in continuous state space. In
order to design and implement a methodology for the safety verification it is neces-
sary to be able to represent reachable sets of continuous systems and evolve them ac-
cording to the system’s dynamics.

Automated formal methods for verification that include deductive approaches and
model checking are some of the developed techniques. The developed tools are classi-
fied according to how the sets of states are represented and the assumptions on the
dynamics under which states are progressing. Model checking algorithms require the
computation of the set of reachable states of a model. A few software tools have been
built to support the model checking approach for solving the state reachability prob-
lem, such as Kronos [4], Hytech [5], Uppaal [6], d/dt [7] and HyVisual [8], Phaver
[9]. The tools are developed in order to simulate, design and verify hybrid and em-
bedded systems. They limit the continuous dynamics to simple abstractions such as
rectangular inclusions and then compute the set of reachable states exactly and effec-
tively by symbolic manipulation of linear inequalities. As the systems that are con-
trolled get more complex, abstraction technique is a necessity so that the available
computation tools will be able to cope with the increasing complexity. One abstrac-
tion theory is to relax the requirement that the abstraction is equivalent to the original
system, and replace it with an abstraction that is only approximately equal to the
original system. All these theories consider a metric that can quantify the difference
between the system and its abstraction, that is the quality of the abstraction [10]. First
order or higher order logics have been used for specification and verification. Such
logics are very expressive for modeling complex embedded behavior but it is difficult
to design algorithms to check whether a decision problem is decidable and comput-
able. On the other hand, we can approximate the set of reachable states by polyhedral
or ellipsoids using optimization techniques. There are two strategies for approxima-
tion, under approximation and over approximation. We approximate a reachable state
space with a representation for its subset/superset in order to reduce the manipulation
complexity and the representation. Symbolic model checking techniques can be used
to compute automatically the reachable state space of a hybrid system. They are based
on verification algorithms that perform reachability analysis to check whether trajec-



tories of the hybrid system can reach certain desirable/undesirable regions of state
space. These algorithms have the drawback that they are in danger of never terminat-
ing if they are applied to systems with infinite state space. To circumvent this problem
an algorithm is presented in this work, which is based on line geometry and avoids the
process of searching the state space. The distance between two points is calculated in
order to approximate the next state. The algorithm is presented in detail in next sec-
tion.

The next section provides some background information for the hybrid automata
formalism and for the distance computation problem, useful to understand the new al-
gorithm. In section 3 the proposed algorithm is presented. In section 4 the application
of the proposed method to the verification of the safe operation of an embedded sys-
tem that is designed to control a railroad crossing is demonstrated. The system is also
modeled and verified using the model checking tool PHAVer and a comparison be-
tween the two verification techniques is made. The conclusions that are drawn from
this work are given in section 5.

2 Hybrid systems and Distance Computation

Figure 1 illustrates the modeling of the behavior of a system by the hybrid automaton
formalism. Hybrid automata are finite automata enriched with a finite set of real —
valued variables. The components of a hybrid automaton are the set of locations,
which includes the initial state, the variables, the continuous state space, the set of
events and the set of transitions. As it is illustrated in figure 1 the initial state is S1.
The continuous system progresses according to the differential equations shown in
Figure 1. When the guardl is true the transition from S1 to S2 is enabled. The system
enters in location S2 and is evolving according to the new equations f, f;; and fy; un-
til the guard2 becomes true and the transition from S2 to S1 is enabled. Invariant or
reset conditions can be associated with the locations. The state of a hybrid automaton
is given by the couple (S,f(x,y,z)) which associates a location with the value of the
continuous state vector. During the evolution of the system we want to check if the
system arrives in a desirable/undesirable state.

S2
X,'=11(X,y,2)
y2'=a(X,y,7)
Z,'=13(X,y,Z)

S1
x,'=111(X,y,2)
yi'=t(x,y,z)
z,'=115(x,y,2)

Fig. 1. Hybrid System modeled by hybrid automaton



It is assumed that the solution of the differential equations in location S1 corresponds
to a familiar surface such as an ellipsoid. The first location can be characterized by
the function f; and the second location is characterized by the function f,, where f;
and f, are the respective functions originating from the solution of x,', yi', z;' and x,',
y2', z,'. The functions can have the following form:
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where w; and w, are constants and A;, B;, C; , i= {1,2} are derived from the differen-
tial equations.

As an example consider that f,=2x/4, f1,=2y/9, f3=22/25, £,;=2x, f;,=2y/4 and
f,3=22/6, then the f] and f, are respectively:
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Given two surfaces f; and f, the distance computation problem between them is de-
fined as the distance between two points, that is one point that belongs in surface f
and the other that belongs in surface f;:

and

d={lp-ql,p€ fiandqe b} . ©®)

For solving the problem of the distance computation between two familiar surfaces
there are a lot of efficient ways [11], [12]. Computing the distance between two
known surfaces requires the manipulation of nonlinear equations. For solving a sys-
tem of non linear equation there are many techniques such as the conjugate direction
method and the Newton—Raphson method. Some common techniques used to calcu-
late the distance between two surfaces are the Lagrange technique [11], the Voronoi
regions [15], the Minkowski distance [16] and the use of line geometry [13]. Comput-
ing the distance between two surfaces based on line geometry requires the use of line
coordinates [13]. Each point on a surface is associated with the line passing through
the point and spanned by the normal of the surface at that point. The normal congru-
ence of a surface is defined as a set of lines associated with the points on the surface.
By using line geometry, we are able to transform the distance computation to a system
of two equations in two variables. Starting from an initial point p = (p;, p», p3) (this
point is identified with the initial state of the system model) and considering the fol-
lowing ellipsoid in a general form
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there will be a q = (q1, 92, q3), in the same surface or in another surface, that satisfies
the condition for d, as it is expressed in equation 5. There exists also a value of t in
order to satisfy the equation:

2q, 2q, 2q3 (7)
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Solving equation (4) for q we get
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and replacing it on equation (6) we obtain a new polynomial equation in t of degree 6.
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Having found that there are real roots of this equation is a proof of the existence of a
distance from the point p to point q.

3 Verification Algorithm

The presented modeling formalism in association with the theory of the distance
computation leads to an algorithm for the solution of the verification problem. The
state space for the first location in figure 1 is described by the surface f;=0 and the
state space for the second location is described by the surface ,=0. If the guard is true
the transition is enabled and we compute the distance from the point on surface f; to
another point on surface f,. That is, we compute the distance between a point P and an
ellipsoid. If the transition is not enabled, which means that the guards are not satis-
fied, we compute the distance from the point on surface f; to another point on surface
f1, when the invariants are satisfied. That is, we compute the distance between a point
P and the ellipsoid in this location where this point belongs. The problem that is posed
is the distance computation between the two surfaces using one from the developed



methods. Each point on a surface is associated with another. We approach the desir-
able state by iteratively finding a sequence of point ellipsoid distances, each of which
is computed by solving the polynomial equation (11) of degree six in one variable.
The algorithm is terminated in the following cases: (a) the desirable state is reached,
(b) the state lies in a forbidden region, (c) the calculation leads to a repeated calcula-
tion and the system arrives in deadlock, (d) the calculated point does not encode a
feasible run according to the definition of hybrid automaton, (e) the equation (11) has
not real roots. The above algorithm is illustrated below in the figure 2. In this algo-
rithm P is the initial state, P’and Q’are the new generated points that satisfy the condi-
tions for the equation 7, “Guards” is the set of guards that has to be satisfied for ena-
bling the transition, “Desirable” is the set of desirables states.

P(pl,p2,p3) € fl % initial state
if P satisfies Guards @)
then Go to the next location in a point O(q1,q2,q3) |{(P-Q)=tV f(0)}
if Q € Desirable (ii)
then END
else Go to another point Q' into the same location |{(P
-09)=tV fiQ)}

P:=Q'
Q=Q
Go to (ii)

end

else Go to another point P'into the initial location |{(P -P’)=tV f{(P’)}
P:=P'
Go to (i)

end

Fig. 2. Presented Algorithm
A similar approach can be used in computing the distance between a point and every

other surface, such as a cylinder, cone or torus. In the case of a cylinder the used
equations have the form:

f=x+x,-R" =0 . (12)

Vf =(2x,,2x,,0) . (13)



We get

(P1> P2, P3) - (@i, Qs @3) = t*1(q1,92,03) = t*(2x,,2x,,0) . (14)

The model checking algorithms are faced with two potential types of explosion,
time and space. In order to avoid state space explosion they use symbolic representa-
tion of the state spaces using Binary Decision Diagrams [17] or by application of ab-
stractions and symmetries [18]. The above method should be more efficient than
known methods because it does not exhibit state explosion. Standard automatic verifi-
cation algorithms were observed to run in time and in space which increased polyno-
mially in the size of the system while the number of reachable states increase expo-
nentially. The presented algorithm is applicable because the distance computation
problem can be solved in polynomial time by using low degree algebraic equations. A
characteristic feature of the algorithm is the fact that it can be extended easily to the
general case of a hybrid automaton. The drawback is the difficulty of finding the re-
spective surface for every state of our physical system.

4 Application example

Hybrid automata represent the basic formalism for modeling and verifying the physi-

cal embedded systems. A hybrid automaton [19] is defined as H= (Q, X, X, A, Inv, F)

where

— Qs the set of locations. It includes also the initial location g,

— X is the continuous state space including the initial continuous state xo,

— X is the set of events,

— A is the set of transitions which occur respectively the guards and the jump condi-
tions

— Inv is an invariant that assigns a domain of the continuous state space to each loca-
tion and

— F is the flow filed which is assigned to each location.

We implement our algorithm in the physical embedded system that describes the
control of a railroad crossing. The system consists of one process that combines the
movement of the train and the controller of the crossing gate. We wish the algorithm
to verify that two trains are not allowed to reach the gate simultaneously. It is sup-
posed that each approaching train has a speed that varies between 48 and 52m/sec.
When it approaches the gate it slows down to a speed between 40 and 52 m/sec. After
crossing the gate and when it is 100 meters far away from the gate the second train
can cross the gate. A safe distance between two trains is at least 1500 meters. A light
is situated before the gate and it is green or red allowing the train to continue or not.
The light is red or green for a known time period. In figure 3 a schematic diagram of
the railroad crossing is given.
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Fig. 3. Railroad crossing

The system is described by a hybrid automaton with six states. The states become
from the combination of the different places that the train is located, far from the gate
(F), approach (A), cross (C) and the state of the light, red (R) or green (G). Then the
six states are labeled respectively FR, AR, CR, FG, AG, and CG. The automaton can
never get in the state CR as the train cannot cross the gate while the light is red. Some
of the transition between the states satisfies the following guards. The automaton that
corresponds to the above system description is depicted in Figure 4, where x repre-
sents the distance from the gate, x’ corresponds to the speed of the train, y is a clock
for indicating the time that the light is green or red and G,, G,, G;;, G, are the guards
that have to be satisfied for enabling the transition and are described by the logic
equations.

G = (y>dr & 0<=x<=1000 & -52 <=x"<=-40)

G, = (y=dr & x>1000)

Gy = (y=dr & x <=1000) or (y<=dr & 0<=x <=1000 & 52 <=x’<=-40)
Gy = (y=dg & 40<=x’ & x=100) or (dg<=y & 40<=x"<=52 & x<=100)

For the application of our algorithm we use the following functions that correspond to
an ellipse and where X, X, X3 corresponds to the variables of time and distance from
the gate

X X 15)
1 xz 3 ‘ (
f

1 o

48 52 1



CR
40<=x’<=52
x<=100

y’=1

FR
48<x’<52
1000<=x
y’=1

y==dr
y:=0

AG
-52<x’<-40

EG CG

40<=x’<=52
0<=x<=100
48< x°<52 0 x<=100
_ =1
1900<7X y7:1 y
y’=1

Fig. 4. Train automaton

xl2 x22 xf (16)
L =+ —+——k,
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The k; and k; are random constants. The time space that the light is in state red is
chosen 3 sec and respectively the light is green for 2 sec. The described algorithm was
implemented in the Matlab [20] environment and the condition that two trains cannot
reach the gate simultaneously was verified. The initial state defines that the train is at
a distance >1100 m from the gate and the light is red. The algorithm is initialized with
the location that corresponds to the initial position of the train and the status of the
light. The program consists of a main function and subroutines which are used in or-
der to approximate the new point on states. The subroutine finds the new reached
point, which is either in the same ellipse with the initial point or in another ellipse that
corresponds to another state. In our implementation the initial state is assumed to be
the state FR. Using the equations (15) and (16) the new reached point is in location
AG and the p_new=[900, 48, 0]. The p_new is controlled by the main function if it
satisfies the associated constraints, such as guards, invariants and then it continues to
the next state or stay in the same. The next new point is situated in the same location
AG. When the algorithm is terminated the elapsed time is about 29 sec.

The above system was also modeled and verified using the Polyhedral Hybrid
Automaton Verifier, PHAVer, model-checking tool [9]. This is a tool for the safety
verification of hybrid systems with piecewise-constant bounds on the derivatives.
Safety verification reduces to the reachability problem, which is decidable only for a
subclass of hybrid systems. PHAVer uses an over-approximating algorithm to ap-



proximate piecewise affine dynamics with linear hybrid automata. For the simulation
with PHAVer the hybrid automaton is reformulated so that it can be analyzed using
polyhedra [14]. In this tool the system is modeled by hybrid I/O automata with affine
dynamics [14]. The over-approximating algorithm is based on the following principle.
Consider a location S with invariant Inv(S) and activity specified by the conjunction
of linear expressions:

/\‘"’:lalric + b‘,Tx o« c, o€ (<,S) . (17
Each linear expression can be approximated by the following rule:
Vi=1,..n alr)'c < ¢, —d, d = inf b'x . (18)

xelmv(s)

If the approximation is too coarse, the location is split in order to improve accu-
racy. Hence, the number of states grows rapidly. In figure 5 a part of the structure of
Phaver code of the hybrid automaton train is depicted.

// Hybrid system traindr :=2;

automaton train

state var: y, X;

//input_var:

synclabs: a0, al, a2, all, a22;

loc FR: while 1000 <= x wait {48 <= x" & X" <= 52
& y" == 1};

when y==dr sync all do{y"==0} goto FG;

when True sync a0 do{x"==1000} goto AR;

loc FG: while 1000 <= x wait {48 <= x" & X" <= 52
& y" == 1};

when y == 3 sync a22 do {y"==0} goto FR;

when True sync a0 do {x"==1000} goto AG;

loc AR: while 0<=x & x<=1000 wait {-52<=x" &
X"<=-40 & y"==1}%;

when y > dr & 0<=x & x<=1000 sync al do{x"==0}

goto CR;

when y == dr & x > 1000 sync all do {y"==0} goto
AG;

when y == dr & x <= 1000 sync al do {y"==0} goto
CG;

when y <= dr & 0 <= X & X <= 1000 sync al do
{y"==0} goto CG;
walt {-52<=x &x<=-40}

Fig. 5. PHAVER code

In contrast to the PHAVer approach, the algorithm presented above does not re-
quire a specific formalism, and by using line geometry is able to verify embedded sys-
tems without searching in an exponentially grown number of discrete states. In the



described algorithm simple equations are solved analytically in order to verify that a
desired state is reachable. The reachable set that is computed by PHA Ver is illustrated
in figure 6. It shows the distance from the gate and the time that the light is red or
green and information is not given for the location. The distance and the time corre-
spond to the reachable states. The elapsed time in PHAVer is estimated more than our
algorithm. The order of variables is the same as provided by the automaton output.
The reachable is in the region of the 200 meters. It is not possible to extract the se-
quence of the states that the hybrid model passes until the desired state is reachable.
Instead part of the sequence of the states that the model passes through using the pre-
sented algorithm is traced down: FR -AG — AG —-CG —FG.

1600
1400 -
1200 -
1000 -

800 -

distance

600 -

400 -

200 -

0.4 1 15 2 245

Fig. 6. Reachable set

5 Conclusion

All developed techniques for checking the satisfaction of safety requirements in em-
bedded systems by using hybrid automata models rely on the efficiency of the algo-
rithm used to compute reachable sets of the hybrid automaton from an initial state.
They differ mainly in the assumptions made about the way we formally describe the
sets, and the way the continuous state dynamics evolve. A new method to approach
the verification of safety properties of embedded systems was presented in this article.
In the context of this algorithm, a number of algebraic calculations are realized in or-
der to determine whether a state of the hybrid automaton model, which can be associ-
ated with the specifications of the safety operation of the system, exists in the reach-
ability region of the automaton. Using the distance computation with line geometry it
is possible to formulate the verification problem as the trace of two simple problems.



One is the existence of the solution of a polynomial and the second is the control of
the solution if it belongs to a prescribed set. The technique presented in this paper can
be applied to any surface that describes well the location of the hybrid system. Ac-
cordingly the surface that we use, the degree of the used equations is reduced or is
augmented. The developed model checking algorithms, as PHAVer, need to perform
expensive polyhedral computation, and their algorithm complexity is exponential in
number of variables in the automata. The existing techniques cannot check all the
paths for reachability analysis on account of problem size. From the case study of the
control of a railroad crossing, it is demonstrated that our algorithm does not affront
the problem of state explosion. In contrast we obtain a result in small time. Our algo-
rithm appears to be implemented in complicated case where we manipulate multidi-
mensional surface. In this case the equation (11) it is more complex and it is not six
degree. The system can consist of a lot of variables that are changing during the time.
The computational efficiency of this algorithm is due to the substitution of the transi-
tion to location by the distance from this location. The algorithm can be written in
every programming language. Thanks to the rich command language, one can split
the locations by defining splitting surfaces. This is important in order to accomplish
the verification process and reach a useful answer in a short time. In this work it was
demonstrated that using the formal method of hybrid automata and the distance com-
putation between two given surfaces it is possible to verify the control of a railroad
crossing model.
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