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Abstract. In most computer science curricula, formal reasoning apoagram
correctness is taught separately from practical programgnand is thus by most
students considered a purely theoretical activity. It hesnba challenge to con-
vince students of the practical applicability of formal imeds. We present here
an effort to applylnvariant Based Programmin@IBP), a visual and practical
program construction and verification methodology, in amoituctory formal
methods course as part of a pilot studyadm Akademi University. The course
introduces a minimum of notational overhead, and allowssthdent to reason
about correctness using mathematical concepts with whiep are already fa-
miliar (such as set theory). We have used a programminga@nmwvient with the-
orem prover supportSOCO$ to increase student confidence in the correctness
of the program components that they construct. We evalb&tedurse using a
mixed method approach, and provide data which show thatdBril suited for
teaching introductory formal methods.

1 Introduction

In 1989, Edsger Dijkstra called for giving formal methodsighter profile in the com-
puter science (CS) curriculum [18]. His proposal was thdisshot for an extensive
debate on CS education and the role of formal methods in meSscientists agreed
with Dijkstra’s suggestion, whereas others disagreed [8) years later, David Gries
followed with basically the same message, stating thatigndduates should learn for-
mal methods as a fundamental topic [24]. Ever since, CS atiadéhave debated the
importance of encouraging formal practices in CS education
In this paper, we present a practical invariant based apprtmintroducing cor-

rectness in undergraduate CS courses. The approach igghigld by a diagrammatic
notation and emphasizes formal reasoning. Introducingectress early in the CS cur-
riculum and the particular approach we have used naturalg isome basic questions:

— How do students experience learning formal methods usis@fiproach?
— How applicable is the use of tool support in the course?

— What difficulties do students encounter when learning fénmethods using this
approach?



The contribution of this paper lies in addressing these tipresas well as in de-
scribing the invariant based approach and presenting alrfardeow it can be used in
education. We begin by discussing the role of formal methoa@siucation in section
2, after which section 3 describes the invariant based agprdn section 4, we present
the educational setting. The study is presented in sectiandbthe results are put for-
ward in section 6. After discussing the findings in sectiow& conclude the paper with
some final observations and suggestions for future workdticse8.

Although this study takes place in the context of CS edunati@ believe that for-
mal methods play an important role for software engineexsgeds In our opinion, the
mathematical foundations of programming and knowledgesibow mathematics can
be used to improve reliability and robustness are essdatiahyone designing and cre-
ating software, regardless of whether they have a degre8 ior Goftware engineering.

2 Formal Methods in Education

Many attempts to introduce program correctness to novicst@@ents have been made
(e.g.[1,15, 26, 33,37, 38]), but convincing students ofvhlele of formal methods is a
challenge. Formal techniques are commonly perceived fisutifand requiring math-
ematical sophistication. Moreover, '[t]he computing ealtien community has adopted
a curriculum strategy of dividing curricula elements inteas of "theory” and "prac-
tice”. This causes both faculty and students to view therthebcomputing as separate
and distinct from the practice of computing.’ [1, p. 79] As elffect of this separation
students get only little exposure to correctness concepts.

When formal verification is taught as an activity indeperidesm the program-
ming process [27], the students get the impression thatatmed approach is merely
applicable in theoretical courses. Students are moreylikebe motivated by gaining
skills that they know are relevant, bring immediate benefits are valued in industry.
These preferences are also used by CS faculty as argumentstaigaching formal
methods [31]. If such teachers do teach something relatétettopic, they will most
likely not be enthusiastic or show a true interest in whay thee teaching. And a "l
don’treally believe in this, | just have to teach it” mentahardly goes far in having a
positive impact on students’ attitudes to or experienceéb@fopic at hand.

The nature of software construction may also reduce therexmed need for for-
mal methods. It is completely possible to break design mutesn constructing software
and still end up with a working program, and it has become noolless the norm in
industry to release buggy software. When well-known congssaean get away with not
writing correct programs, it is not easy to convince novi& s2udents that they need
todoit.

As a result of the general lack of interest in formal methadis common that
students do not apply what they have learnt in the theoleticases when doing actual
programming. Instead, novices learning to program go aibéua manner resembling
a "trial and error” activity, resorting to "endless debuggjl with the approach being
"try it and see what happens” [12, p. 63]. Although testingl alebugging certainly
have their place when learning to program, it is essenti @5 students learn that



these approaches can never prove that a program is comddtyat other methods are
available for that purpose. In the following, we outline @ueh approach.

3 Invariant Based Programming

Invariant based programming (IBP) is an approach to coot$tigi correct programs,
where not only pre- and postconditions, but also loop imrgs are written before the
actual code. IBP is not new — it was studied already in the $®¥ne of the authors
[4,5] and similar ideas were proposed by for instance Rag;f#9] and van Emden
[35]. In 2004, Back [6] revisited the topic and has since tiwenked on developing IBP
into a more practical hands-on method.

In IBP, a program is constructed and verified at the same fithe.notion of an
invariant is generalized to situation Each situation is a collection of constraints and
describes the set of states that satisfy these constraimis, a loop invariant is a sit-
uation, as well as a precondition or a postcondition. Aniiiard based program may
have many different situations and is not restricted to lshegtry, single-exit control
structures.

In essence, IBP provides a visual representation of a pnoghavariety of graphi-
cal programming/pseudocode formats have been proposkee literature [13, 30], and
all of these have one common goal: “to provide a clear pictirthe structure and
semantics of the program through a combination of grapluicastructions and some
additional textual annotations.” [30, p.3] To our knowledgll of these have, however,
focused on representing control flow and data flow. IBP, ornother hand, describes
programs from another perspective as it emphasizes theanvaroperties of the pro-
gram data structures, and thus makes it possible to reasun #iie correctness of the
constructed program in a rather straightforward mannes ishall accomplished with-
out sacrificing either clarity or expressiveness of the idiats.

3.1 Anlllustrating Example

We will here exemplify the work flow for developing invariadmsed programs by con-
structing a program that implements the selection sortrétgn. We use a cursor to
traverse an array from left to right, and for each positionfiwd the smallest element
to the right of the cursor and swap that element with the oneted at by the cursor.
After each swap the cursor is advanced, and the array isdsatien the entire array
has been traversed.

We start the process by drawing figures illustrating thedodaia structures involved
and how they will change during execution of the algorithmawing the figures is
an essential step of the IBP work flow, as the figures deschibalgorithm at work
and thus help the programmer get a feeling for the behavitimeflgorithm. As this
example illustrates, the figures also aid in identifying $iteations (invariants) of the
program.

The first figure (Fig. 1) illustrates the specification (the-pand postcondition),
which helps us identify the initial and final situations. Atuations are considered
sets of states, the final situation is a subset of the initiahon where an additional



constraintSorted(A, 1,n), is satisfied. We use a Venn-like diagranmessted invariant
diagram to represent the program and the strengthening of sinat@ur first diagram
is shown in Fig. 2. Due to the nesting, all constraints in ateoget implicitly also
hold in all of its subsets and need therefore not be repe&dethétancey : integer
holds in both the initial and the final situation). Dashedas are used to indicate
the computation that we want to define and are labeled withtenpial guard and the
variables that may be changed in the computation.

n: integer
A: array 1..n of integer
1<n
123 n Permutation(A,A ) )
all1] [ 1]
Permutation(A,A ;) i ry
1 sort the array
' changing only A
1 2 3 Sorted(A 1,n) ¥ n
SHNN [ []
Permutation(A,Ao ) (Soned(A,1,n) )

Fig. 1. Visualization of the specification  Fig. 2. Corresponding invariant diagram illus-
trating the initial and final situations

In the same manner as the final situation was identified assesabthe initial one,
we introduce new situations by adding new constraints teties present in the more
general situations. We further develop the figure of therélgm at work by introducing
the intermediate situation (Fig. 3). As is shown in the cgpmnding diagram (Fig. 4),
this newly inserted situation is a subset (i.e. a constrtaneesion) of the initial situation.

1 _n_
al1]] [ 1]
Permutation(A,Ao )
i=1 n: integer
A: array 1..n of integer (i: integer Osn-i
. . 1<n 1<isn \;
1 _Sorted(A,1,i-1) i _n ! ion(AAyg) | Sorted(A,1,i-1)
A | | Partitioned(A,i)
1 A
Permutation(A,A ) l[i <n] ;

Partitioned(A, ) [i=n] i .
swap smalles rémaining slemant with Afil; fi<nl

ii=i+1 A

1 Sorted(A,1,n)

al L[] [[] -
Permutation(A,A ) )

Fig. 3. Sorting program with one loop Fig. 4. Invariant diagram with the intermediate
situation inserted




Whereas dashed arrows illustrate what we want to accomplistuse solid ones
to indicate computations that we have already planned afigdedie We call these solid
arrows transitions. Each transition is labeled with a ptééiguard and the program
statements executed when the transition is carried out.a¥e to check that each tran-
sition preserves the situations as follows: assume thatitiate execution in the source
situation of a transition and that all the constraints holdthe starting state. Also as-
sume that we reach some target situation after executirgjdtements for the transition
(there may be more than one possible target situation). @héhe constraints of the
target situation must hold for the final state. We say thabgam isconsistentf each
transition preserves all situations. Consistency is chédkr each new transition that
we add to the diagram, i.e. we make sure that the newly addesdition preserves all
situations.

ALl | 1]

Permutation(A,Ao )

1 Sorted(A,1,i-1) i n_ [i=n]
SEEN [ | [

Permutation(A,Ao) Alil,AlK):= ALK], Ai]
Partitioned(A, i) [i<n] i=i+1
jki=i,i li=n]
1 Sorted(A,1,i-1) i vk i

Ao I T I [

Permutation(A,Aé )
Partitioned(A,i)

i<n] check next element

1 Sorted(A,1,n) n

Al [ —

Permutation(A,Ao )

Fig. 5. Complete algorithm at work

We still need one more loop to find the smallest element in émeainder of the
array. Again, we use figures as a tool to help us get an ideavott®algorithm works
(Fig. 5). The corresponding invariant diagram (Fig. 6) essgnts our final program.

When all situations and transitions have been added to #wratn, we still need
to check that no infinite execution loops exist, i.e. that phegramterminates We
introduce a termination function (one for each loop), ulsuah integer function that
is bounded from below and whose value is decreased bef@pteging the situation.
Moreover, the termination functions must be chosen so thatmer loop modifies the



n:inte
A:arra T inte '
; O0s<n-i
T<n 1<isn I—
Perm 0) | Sorted(A,1,i-1)
Partitioned(A, i)
J,k: integer O<n-
A
i l<nlj=j+1
isks
li<nl;jk=ii [Ali] = ALK]]
) [AlT<AK]J; k=]
o——> li=nl )
i=1 ALATK]:= ALK, Alil
i"=i+1
= n]I
Sorted(A,1,n)

Fig. 6. Final invariant diagram

value of the termination function of an outer loop. The teration functions are written
in the right upper hand corner of the respective invariaig. (&).

Finally, we must check that the programiiige, i.e. that termination only occurs in
final situations. In practice, this means that we must make that for all situations
in the diagram (except for the final ones) the available aitg transitions cover all
possibilities.

An invariant based program is correct if it satisfies thedhuéteria above, i.e. it 1)
is consistent, 2) terminates and 3) is live. For a more intfdppesentation of IBP as a
method, see [6-8].

3.2 Tool Support for IBP

Invariant based programs can be constructed using only permpaper, and in many
cases this is the best way for initially drafting a prograrawdver, even small programs
generate a large number of verification conditions, manyto€iwvare rather trivial and
can be automatically proved or greatly simplified by stat¢hefart theorem provers.
Additionally, the (considerable) risk of human error in mahproofs and specifications
can be mitigated with proper tool support. Finally, we wanbe able to execute the
diagrammatic representation directly, without first havio hand translate it into some
existing programming language.

SOCOS [9] is a graphical programming environment for thestrmrction and verifi-
cation of invariant based programs (Fig. 7). It analyzearimnt diagrams semantically,
and generates correctness conditions which are sent tmakf@oof tools (currently
Simplify [17] and PVS [32] are supported). SOCOS also coegihvariant diagrams
to executable Python code.
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4 |BP in Education

4.1 Motivation

The invariant property and the benefits from using it weres@néed in quite a natural
and easily understandable way already in the originallagtioy Floyd [21] and Naur
[28] on proving the correctness of computer programs. thtoing invariants early in
the CS curriculum has been studied previously [2, 3, 20,23}, the main message in
all of these studies is that program correctness and lo@viamts can be introduced at
an early stage of CS education provided that the way in whihdone is adapted to
the level of the students.

Starting in 2004, the development of IBP has been intertsimi¢h informal experi-
ments on teaching the method to see how it could be made mplieatge in education.
We have organized and observed 14 sessions with, in most,dageCS students or
academics having no prior experience of IBP. Each sessastedtwith an introduc-
tion to the approach, after which the participants were teesa given problem using
IBP on the blackboard. In spring 2005, a course on IBP wasngiv€S PhD students.
These experiments have provided us with valuable feedbatkepapproach (positive
experiences, difficulties, places for improvements etd)tam years later, the approach
was deemed to be mature enough to be introduced at undeagedduel for the first
time.

4.2 Undergraduate IBP Course

In spring 2007, an elective course covering the basics ofiB® developed and given
to CS students gibo Akademi University (Turku, Finland). Our main motivati was



to address the common issues discussed in section 2 aimir)gchainging the image
of formal methods as being difficult (requiring highly adead mathematics), uninter-
esting and of no use in practice and 2) showing that formalaeiag about program
correctness can in fact be done in a practical manner withfandamental logic skills.
The goal of the course was for students to develop their pragring and algorithmic
thinking skills at the same time as learning about programectness and formal rea-
soning. Another main design criteria was to make the coumtsedsting and accessible
so that it would inspire and motivate students to learn aborrectness concepts.

The course is part of a project at our department aiming agdiesy a three course
“course bundle” that would give all students a solid fouiatatn both the theory and
practice of programming already during their first studyry@de bundle includes,
in the following order, a course covering “traditional” pteeal programming using a
“simple” language (in our case, Python), a course on logid,ane that covers the math-
ematical foundations of programming (the IBP course). Tiogrewith the introductory
course in mathematics (which introduces set theory thaeélad for understanding
the diagrammatic notation), the two former courses prottidestudents with all the
background knowledge they need in order to successfullyptetmthe IBP course.

The course on logic introducstuctured derivationsvhich is a calculational proof
format developed by Ralph-Johan Back and Joakim von Wrig@t11]. They have
extended the derivational style approach to proofs as pteddéyy Dijkstra [19] and
van Gasteren [36] by adding nested derivations (subd@nat allowing inferences
to be presented at different levels of detail. The approaokiges simple yet precise
rules for how to write mathematical derivations and probé ire easy to read as each
step in the proof is clearly motivated. The goal of the cownséogic is for students to
learn 1) a clear format for writing well structured proofatkthey know how to apply in
practice and 2) basic propositional and first-order logicu@ured derivations are well
suited for constructing proofs for invariant based proggaamd using the same format
in the IBP course was a natural choice.

Course Syllabus The course was given in an interactive format, emphasizundesnt
activity throughout the course. All in all, the course irtda 17 sessions (90 minutes
each) out of which 11 were used for lectures, and six for pralcexercise. The main
part of the course was taught without tool support; the SOE@&onment was only
used in the four final sessions.

During each practice session, the students were to solvedd E&P-related tasks,
such as constructing a program, proving a certain tramsiaiochecking the correct-
ness of a given program. Three of the assignments were reglienllectively in class,
whereas three were handed in and checked by the teacher eingdkie detailed indi-
vidual feedback for all tasks.

Integrating SOCOS in the Course Although the main part of the course was given
without tool support, we felt a need to include SOCOS as thedw of organizing
proofs quickly becomes noticeable even for relatively $eqprograms. Also, CS stu-
dents are accustomed to using specialized software (ergitEs, interpreters, editors)
in course work, and may regard programs and proofs constfwgth pen and paper as



mere academic exercises. Actually being able execute tgrgom may give the student
some additional sense of accomplishment and thus act asiatirg factor.
Incorporating SOCOS in the course also made it possiblesoo evaluate it in the
context of teaching introductory formal methods, as wetbaslentify potential issues.
The students were not expected to be familiar with PVS (maichhtheorem proving
requires a separate course), so only the automatic proveused in the course. In
situations where the prover failed, students were requoesbmplement the solution
with a manual proof. The goal was to reduce the busy-workafipg simple, repetitive
conditions, so that we were able to give more complex prograsrexercises.

Examination The course examination consisted of active class partioipapassed
assignments and a final exam. The exam included programmobggmns similar to the
ones in the assignments as well as questions that testetlttents’ understanding of
invariant based programs. The students did not have aaéss $OCOS environment
on the exam.

5 The Study

Methodology The aforementioned studies on loop invariants in educdf@y8, 20,
23]) include no evaluation of the approaches presentedg@aliwas not only to present
a new approach but also to evaluate its use and applicabhilitsactice. We conducted a
descriptive case study aiming at addressing the reseagedtiqas presented in section
1, at the same time gaining insight into whether, and in thaedow, the course and
the method should be improved.

The study follows the principles of action research [14]abiion research, prac-
titioners in a field improve practice by doing or changing stimimg and reflecting on
the results. The improvement can be in three areas: "impgoaipractice; improving
the understanding of a practice [...] and improving theadian in which the practice
takes place” [14, p.106]. The main purpose is to collect dathexperience that help in
gaining a better understanding of the practice.

Settings The undergraduate course was elective but still attradiextfive participants

(students that handed in at least one assignment). Nedfiywéie first or second year
students with no background in formal methods. One of theesits was absent for over
half of the course due to medical treatment. Ten studentejmated in the SOCOS part
of the course.

Data Collection Data were collected using pre- and post course questie@maibser-
vations, hand-in assignments and a final exam. Moreovért sigdents were selected
for semi-structured interviews one month after the exanthis paper we will focus
the analysis on the post course questionnaire, the assiganibe exam and the in-
terviews. This mixed method approach with triangulatiod][®as used to arrive at a
multifaceted picture of the students’ opinions and até&idbout the course in general



as well as the applicability of SOCOS. The use of differesésech instruments also in-
creases the trustworthiness of the results, as it alloweetsearcher to look at the same
phenomenon from several perspectives and thus arrive at@complete account.

The post course questionnaire included both multiple @gqigestions and open
ended ones asking the students about their opinions abeutaiirse in general as
well as about IBP and SOCOS. In the multiple choice questibikert-type scales
were used. Solutions to homework assignments were semtlglite the teacher by e-
mail. Grading for the SOCOS assignments was based on thectioess of the solution
(amount of verification conditions proved) and how pregighe pre- and postcondi-
tions were expressed.

The results reported on in this paper are based on the analf/42 post course
questionnaires, 8 interviews and 13 sets of assignmentexards.

6 Results

6.1 Questionnaire Data

The answers to each open-ended question were first read i@gddaed as either posi-
tive or negative. In cases where the answer included boftimoand negative aspects,
the answer was divided into two parts accordingly. Nextaawers were reread and
classified according to common themes representing thalbvaws of the twelve stu-
dents (S1 - S12). The categories found with regard to whatttients had experienced
as 1) beneficial and useful, and 2) difficult in the courseiated below. Each category
is exemplified with excerpts from the answers. The citatloasge been freely translated
from Swedish by one of the authors.

Experienced Benefits

1. Introduction to program correctness and formal verification
Knowledge about proofs and correctness will hopefully lealetter programs
(S2)
To learn a method for verifying programs formaf{ly7)
A good introduction to formal verification and how tools camused in that
context(S9)
Helps remove errors in the algorithm that could lead to b(§38)

2. A practical method for introducing program correctness
IBP seems to be a more practical verification approach thdrepimethods | have
seen(S4)
IBP summarizes the proof conditions in a good &)
IBP is intuitive(S8)

3. Introduction to a more abstract view of programming
The course is about program design. You get a specificatidrdasign a correct
program based on thdS3)
Learning to think about how a program works in general, withiesorting to a
given programming languad&3)



Learned to think about a program as states and transitiosteiad of merely as
transitions as is usually the ca$810)
4. More tangible overview of a program'’s structure
Learning to draw a program makes it easier to see its strueef81.2)
Makes it easy to keep track of the various parts [pre- andqslitions,
invariants] of a program(S4)
5. The course arrangements
Good teaching material, methods and lectu(®9)
The assignments helped me leé®11)
All topics were thoroughly coverd&5)
6. New and useful contents
| learned something ne($8)
The things | learned in the course will be useful in the futespecially in further
studieq(S9)

Experienced Difficulties

1. Syntax and notation
It is difficult to formulate one’s programs according to thtarsdard(S8)
Since | have programmed previously, e.g. the Java way oésgjng things is
quite ingrained(S3)
Formulating the conditions in a way that makes it easier toverthe progranS4)
2. Proofs
Proving programs by hand is very work inter(§)
Proving complex program&1)
Proving programs 'honestly’, i.e. to realize that one hasdma mistake and
correct it instead of trying to merely come up with explaoasi(S9)
The formal proof conditions should have been introducedlexan the course
(S1)
3. Finding the appropriate conditions
Finding the correct postcondition is most difficult. Theidiflty of finding the
invariant depends on how difficult it is to find the postcoioti{S6)
Finding the invariant in complex progranS7)

The quantitative data gathered in the questionnaire stgbtirese qualitative find-
ings. For instance, the course was found useful, inteiggomewhat fun and of medium
difficulty level. On average, the data suggested that stisdennd IBP rather easy to
learn and useful in practice. The difficulties in constmgtproofs and finding the in-
variant for more complex programs were also pointed outémtiultiple choice ques-
tions. All students but one stated that they had enough mettieal skills for taking—
and passing—the course.

Ten students attended the SOCOS part of the course and @ukstiverrelated ques-
tionnaire. In line with our expectations the students pref SOCOS over pen and
paper, as the automation increases productivity. One stumeBmmented that it was
“rather straightforward to understand the idea of the togichhow to apply it"On the
guestion whether IBP could be a practicable method in teasftware construction



the answers were scattered but still predominantly pesikinally, the idea of support-
ing a formal method with a practical tool in the same courseveay well received. The
survey also indicates that unfamiliarity with the SOCOStayrwas the main cause of
difficulty. Unfortunately, SOCOS lacks a good reference n#so teaching was mainly
example-driven, and due to time constraints the studedtaatireally achieve fluency
in the SOCOS syntax.

The SOCOS related answers to the open ended questions ®iygoabove men-
tioned findings, indicating that the tool was found useful, somewhat difficult to use
due to lack of time and an incomplete manual.

6.2 Assignments and Exam

The max score for the pen and paper assignments was 40, aasdiage was 25.5
(stdev 11.2). Seven students scored more than 30 points. éfimss were related to
syntax (e.g. using Java like syntax) or the proofs not falhgithe given format. The
most common error related to program correctness was inedenjpvariants, e.g. in
the form of a missing lower or upper bound for a variable. Agewf students had
problems with the algorithm, e.g. not updating variablesrtive at the result or writing
a correct program that, however, was not the program askédtioe assignment. Some
cases of using undeclared variables were also found. Menglgtudent seemed to have
problems with the diagrammatic notation, writing the stadats inside the situations
instead of adjacent to the transition arrows. Only one “gfbhe” error was found.

Students who handed in solutions to the SOCOS assignmenfiesrped well. The
highest scoring student achieved 20/20 points, while tieesme score was 14/20 points.
Two students failed the exercise as a result of not handingpintions—in one of
these cases the student had been absent from the introgsessions and subsequently
lacked basic knowledge of the tool.

So far, 13 students have taken the exXaout of which 11 have passed the course
(four students with the highest grade). One of the two sttedwho failed was the one
who was absent for over half the course. As the goal of thigpapto describe how
we have used IBP in education and report on the overall sgsuttoes not contain any
in-depth analysis of the students’ assignment and examexssw

6.3 Interviews

Eight students (11-18) were interviewed by the lecturer amnth after the exam. The
interviewees were selected based on their course resudtslén for the interview data
to be as representative as possible of the entire studempgro

We chose not to conduct the interviews directly at the encbafse as we wanted
to have time to go through the other data first in order to cansinterview questions
based on the difficulties and other interesting points foiantthe other data. The pro-
cess resulted in 12 broad questions that made it easy to bsk-iop questions when
needed. The students were, for instance, asked about wdyah#ud learned and what

1 At Abo Akademi University, students have several alternadstes for taking the exam, and
are thus not obliged to take part in the first ones that aregec



they had found difficult. They were also to describe the pseas how they solve a
problem using IBP and discuss how confident they are thatrthégdrogram is correct.

The semi-structured interviews were transcribed and aedlynanually. All in all,
the interview data strengthened the results found in thetgpraaires. Students gen-
erally considered the IBP course a practical theory couuse glifferent from other
courses they had taken previously. The interactive natitteeoclass sessions was ap-
preciated and the course considered suitable for first yaaersity students. The in-
terviewees were to describe how they typically solve a goblising IBP, and most of
the descriptions followed the work flow presented in the seuMost students also said
that they formally prove their programs after they have cletegl the diagram, whereas
they rely on informal reasoning while while constructing ttiagram.

Although the students found the invariant based approackeaseful, clear and
simple, they did point out some difficulties, similar to tedkat were mentioned in the
questionnaires. SOCOS was considered a helpful tool tbatever, needs better user
manuals and support. The students still pointed out the fogéelarning the fundamen-
tals of IBP using only pen and paper.

7 Discussion

7.1 The Course and IBP in General

The feedback on both the course and IBP was in general qusiéieo Students felt
that IBP was easy to learn and the diagrammatic notationteasyderstand. We were
pleased to find that many students had recognized our ofigiotvation for develop-
ing this course, that is, to present a practical method fmodtucing formal reasoning
when constructing programs. Moreover, students also fthatdhe approach made the
general structure of the program more comprehensible.

We acknowledge that success in assignments and on exantsaiglinect indicator
of student learning, but we do feel that the programs writiethe students on the exam
and in the assignments show that they had understood thbéthézd IBP and were able
to construct and prove simple invariant based programss& hee the same students
out of which many were not even able to explain basic condés‘precondition”
and “invariant” prior to the course.

The students clearly appreciated the diagrammatic notafitBP. Studies [22, 34]
estimate that between 75% and 83% of all students are visaalérs, and because of
their highly textual nature, the use of traditional prognaimg languages or pseudocode
is not necessarily the single best way for expressing dlyos to the majority of our
first year students. As one of the IBP-students said in theqgmsse interviewNice to
see how a program really works. You saw it for yourself. Amhtyou also understand
the algorithm better when you see it in front of you. It's mdifficult to see what a
program does directly from code.”

Another benefit of using the invariant based approach isitpabvides good sup-
port for finding bugs during the program construction (iastef after). This was also
pointed out by the students in the interview. For examplepnlg found one single off
by one error in the assignment solutions. Some of the otlersewere related to the



use of undeclared variables. One could assume that writihthe type for a variable
might easily be overlooked when writing the programs by hasithere is no compiler
to check that the programs are correct (the SOCOS tool watldally point out such
errors). Thus, the students might simply have “forgottdre tleclaration part when
introducing a new variable in the program.

We had expected the students to find identifying the invésitme most difficult
task, but this was not the case. Although some studentsomeatihe invariants, writing
proofs by hand still seems to have been most problematicegsréguired much time
and effort. The manual proofs do become rather long, foamst as all assumptions
are written in each step of the derivation, but it is stilleirgsting to see that students
rate the difficulty of a given task based on how much time aoréft requires. Whether
that is a reasonable indicator for the difficulty level of thek can be questioned. The
format for the structured derivations has, however, beeised, and the modifications
will automatically make the manual proofs less repetitive.

The questionnaire data pointed out the need for a clearatdizéd syntax. Students
reported on sometimes finding it difficult to know how to exggeonditions and when
to write their own definitions. This was to some extent expecas the students had
very little, if any, prior training in building their own doain theory. More practice and
information about how to define predicates and reason almnbmn data structures
will therefore be included in the course from now on.

When designing the course, we thought it would be good td lsyareasoning only
informally about the correctness of the programs, beforegfurther to formal math-
ematical proofs. This did, however, not turn out to be theecasstead, the students
would have wanted the formal proof obligations to be intrmetliearlier. One expla-
nation could be that students who are not mathematicallyraato not know how to
reason "informally” but first need to learn a formal approadth a set of rules.

7.2 Use of SOCOS

Incorporating computer aided verification in an introdugtoourse was not an entirely
uncontroversial choice. We were aware of the risk that sttedeould apply the au-
tomatic prover as a magical tool and resort to a test-andifgnoyicle (i.e., guess an
invariant, guess transitions, run the automatic theoreawgay modify if the proof fails,
ad nauseam). However, this risk was not manifested. Aptigrte theoretical part of
the course had given the students sufficient insight intaiffieulty of the verification
problem to realize that such testing would not convergeantorrect program.

In line with Wing’s study [38], the students clearly appedeid the theory being
complemented by a tool such as SOCOS. Surprisingly, mosdésta learned to use the
tool sufficiently well to solve the (non-trivial) exercisesthe limited time available.
Syntactical issues were the main cause of difficulty, largele lack of documentation
and occasional “rough edges” in the user interface. Theabilitg issues are under-
standable and expected since the tool is experimentalpamd iopinion do not indicate
a fundamental flaw in the work flow.

Based on the open ended feedback, we have realized thatglzedefinite need for
more extensive support in the form of documentation and rlaras well as personal
guidance. Also, two weeks is far too little time to introdaeel familiarize a verification



tool, which by nature contains considerable complexitythBaf these issues will be
considered and rectified in sequel courses.

8 Conclusions and Future Work

Our initial experience from teaching IBP is positive, andfeel that our study has ad-
dressed the questions mentioned in section 1. The studgmtsdated learning about
program correctness and seeing the programming activity &nmother perspective. IBP
helps students further develop their programming skillhatsame time as they learn
how to reason formally about their programs. As opposedéddrdditional separation
between theoretical and practical courses that contrasidicand informal approaches,
IBP integrates mathematics with the presentation of saéwasign. Teaching IBP im-
plies teaching all core topics in software design rathen thapecific topic for which
a dedicated formalism or tool exists. Moreover, the matéripresented with minimal
notational burden and builds upon students’ previous kadge (e.g. set theory). The
use of SOCOS in the course was also appropriate; by autogrtatiial tasks, tool sup-
port enables the student to focus on difficult and interggiarts of the problem at hand.
Furthermore, provided that the basics of invariant basednamming are well under-
stood, the exacting rigor of machine checked proofs corsilg increases confidence
in the correctness of the solution.

The study also shed light on some issues that need to be addrdse syllabus will
be modified according to the findings presented in this pdpeinstance by including
the formal proof conditions early. Moreover, a small and@endomain theory for
array manipulation will be developed. In order to faciktdhe construction of manual
proofs, the preceding course on logic will be redesigneettebsupport the IBP course
in providing the students with the skills needed to reasgichlly and write proofs
using structured derivations. The format for the struauwlerivations has also been
modified, and the changes will automatically shorten thefsras all assumptions do
not have to be written in every step of the proof. Additiopgthe usability of SOCOS
will be improved, the user manual will be further developeaider to become more
comprehensive, and the proportion of the SOCOS part of theseawill be considered
and adjusted accordingly. The assignments and exam ansiifleasso be thoroughly
analyzed in order to find any indications of difficulties ooplems that need to be
considered.

Encouraged by the results from this pilot study, a coursesiéog the basics of
IBP will be offered annually to CS students at our departnstarting in the upcoming
academic year (2007/2008), complementing the precedingses on practical pro-
gramming and logic. Our aim is thus not to substitute IBP faditional programming
courses. Quite on the contrary, we acknowledge the neetréatitional” programming,
testing and debugging. We do not, however, see any reasavhfpthese approaches
could—or should—not coexist. We recognize that one singlese is not enough for
bridging the gap between theory and practice in the CS adung. If the students are
to truly benefit from the skills acquired in the IBP coursesgh should be built upon
in upcoming courses. A discussion with other CS faculty isstessential in order to
guarantee that there is a joint agenda on this point. We aoepéénning on developing



followup courses on this topic, for instance covering medtel verification and ap-
plication domain theory. By doing so, we aim at introducingpatinuum in students’
exposure to formal reasoning throughout their education.
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